
Job Code: 3902 Title: Network Administrator II

Department: Technical Services Job Grade: 54

Job Family Technology Services Job Sub-Family Technical Services

FLSA Classification: E Version: 1.0

Hiring Range Min: $62.112 Hiring Range Mid: $65,536

    

Screening Committee? N MVR Check? N

Budget Authority? N Campus Security
Authority? N

Created By: Betty Powell Broadnax Created Date: 2017/02/04

JOB DESCRIPTION

BASIC POSITION INFORMATION

JOB SUMMARY

The Network Administrator II provides planning, design, implementation, and support of complex network infrastructure for the University such that the
community of users (student, faculty, staff, vendors, guests) and any services used by that population (enterprise-wide applications, internet, intranet
service) are secure, robust and readily available for use

DUTIES

• Manages, installs and deploys networking infrastructure, such as network firewalls, routers and switches to provide inter-connectivity to campus-wide
resources

 • Monitor and analyze network traffic in efforts to mitigate security vulnerabilities to University resources. Troubleshoot and resolve network issues
affecting University operations 

 • Researches and designs new network technologies to provide effective communication services and adheres to networking standards
 • Implements procedures for disaster recovery of campus area network environments to restore network services in the event the University resources

becomes inaccessible or inoperative
 • Coordinate, maintenance contracts for network related equipment to maintain hardware and software coverage as requested and directed by IT

management

MARGINAL DUTIES

• Performs all other duties as assigned

SUPERVISORY RESPONSIBILITIES

Direct Reports: Student Workers

Delegation of Work: General supervision and task assignments

Supervision Given: General supervision and task assignments

QUALIFICATIONS

Required Education: Baccalaureate degree

Required Experience: Minimum of three (3) year of related job experience



License/Certification: None Required

PREFERRED QUALIFICATIONS

None

KNOWLEDGE, SKILLS, AND ABILITIES

Knowledge: • General knowledge of Local and Wide Area Networks (LAN/WAN), Knowledge of wireless LANs, Internet, TCP/IP
Protocols, Routing Protocols BGP/EIGRP, OSI Model, Data communications, Server Operating Systems, NAS/SAN,
Network Security, Disaster Recovery.

Skills: • Analytical thinking and writing, complex problem solving, critical thinking, programming, quality control analysis, systems
evaluations, time management, diplomatic communications, installation, monitoring operations analysis, systems analysis,
technology design, troubleshooting

Abilities: • Ability to independently install, configure and troubleshoot various network issues with minimal supervision 
 • Ability to draw up network infrastructure with little to no supervision

 • Ability to research and recommend new network technologies for use at University

WORK LOCATION AND PHYSICAL DEMANDS

Primary Work Location: Works in an office environment 6 to 8 hours

Physical Demands: Work is normally performed in a typical interior work environment which does not subject the employee to any unpleasant
elements.

 
Position is physically comfortable; individual has discretion about sitting (50%) walking (25%), standing (25%), etc. Ability
to lift and carry a maximum of 10 lbs. 

 
Work environment involves minimal exposure to physical risks.

Position Specific Competencies

Title and Definition

 
Commitment to Excellence - UHD
* Demonstrates a commitment to competently perform his/her job duties and responsibilities within established time frames. *
Continuously strives to improve work performance. * Accepts responsibility for his/her commitments to the university. * Contributes to
the success of the university by consistently providing quality results in the performance of his/her job duties and responsibilities.

 
Dependability
* Takes responsibility to accomplish job assignments within reasonable deadlines. * Willing to accept new projects and/or
commitments. * Does due diligence to complete projects within specified timeframes and/or fulfill commitments. * Arrives to work on
time prepared and ready to contribute.

 
Flexibility
* Willingly adjusts to changing work assignments or conditions. * Open to changes in operational procedures, technology, and/or
organizational structure. * Views changes as opportunities for learning and professional development. * Displays a positive attitude to
encourage others. * Promptly responds to changes in work priorities and/or unexpected circumstances or situations.

 
Focus on Customer Service
* Focuses on customer’s needs and expectations. (Customers can be students, external constituents, employees, or university
guests.) * Respectfully ascertains customer’s needs and determines appropriate response. * Promptly responds by providing
requested information, takes appropriate action, or refers customer to appropriate individual or department. * If further actions need
to be taken, advises customers of realistic timeframes for a response to their request. * Follows up with customers on outstanding
requests in a timely manner. * Tactfully explains to customers why their needs and/or expectations cannot be met if the university
does not provide the requested information or services.

 
Integrity
* Demonstrates high ethical standards of conduct in the performance of his/her job duties and responsibilities. * Accepts
responsibility for his/her actions. * Respects and complies with department and university policies, procedures, and work rules.



 
Proficiency
* Possesses required job skills and knowledge. * Demonstrates the ability to apply those skills and knowledge to competently
perform his/her job duties and assignments.

 
Respect and Cooperation
* Treats others with courtesy, respect, and dignity in the workplace. * Promotes cooperation through open and honest
communications and consideration of others ideas, thoughts, and opinions.

 
Technical Expertise
* Possesses comprehensive knowledge and skills in a technical area. * Effectively applies expertise to troubleshoot existing systems
and develop solutions with existing technology. * Competent to learn new technologies and integrate them with existing technology. *
Willing to share expertise and provide technical assistance to others.


